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1、Review

2013.11

Observations

Z Si

CN
2013.11

DS in root
• Zone Size

− Opt-out
− Increased a little (7%)

2013.10

DNSSEC online

• Packet Size
− RRSIG
− 2.5 times larger in average
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2013.11

CN Purpose:

• Automated deployment2013.11

DS in root
• Automated deployment

of DNSSEC

Core Value:

2013.10

DNSSEC online
• Control key generation 

through HSM API

• Normal and emergency 
key rollover

• Support HSM signature

2013.06

Zone signed

Support HSM signature

• Zone 
management, load/transf

/ i

2013.05

Begin 

er/resign

• Emergency Management 
and Disaster Recoveryy
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2、What have we done in 2014? - CN

2014.12
 DNSSEC system security management policies and standard

CN
2014.12

ZSK (5st) • Management hierarchical division

• Staff responsibilities and obligations

R ti d i id t l
2014.06~09

DNSSEC system

management standard

• Routine and emergency incident plans

• Key management security policy

• Information systems management policymanagement standard y g p y

 DNSSEC system key management and maintenance manual

2014.06

ZSK (3st)
• Software and hardware architecture description

• DNSKEY synchronization strategy

• DNSKEY rollover strategy

2014.03

ZSK (2st)

• DNSKEY rollover strategy

• Function card repair mechanism

• Software and hardware emergency response strategy



2、What have we done in 2014? - CN

2014.12

 According to DNSSEC system management standard, we 
finished routine ZSK & KSK Rollover

CN
2014.12

ZSK (5st) • Finished ZSK rollover 4 times (Pre-publish)

• Finished KSK rollover for the first time (Double-signature)

A di t RFC 5011 t l “A t t d U d t f

2014.09

ZSK (4st)

• According to RFC 5011 style, “Automated Updates of 
DNSSEC Trust Anchors”

2014.08

KSK (1st)

2014.06

ZSK (3st)

2014.03

ZSK (2st)



2、What have we done in 2014? - CN

2014.12 Observations Reasons
CN

2014.12

ZSK (5st) • Zone Size (10 million+)
− Opt-out
− Increased a little (5%)

• Zone Size
− Opt-out
− Played a good effect

2014.09

ZSK (4st)

Increased a little (5%)
• Packet Size

− RRSIG
2 3 ti l i

• Packet Size
− We upgrade BIND
− Recursive upgrade software

2014.08

KSK (1st)
800
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− 2.3 times larger in average − Make query and response 
much “sensible”
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No DNSSEC 715
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DNSSEC 384

No DNSSEC DNSSEC



2、What have we done in 2014? - NewG

 We put 4 NewGtlds onboarding
NewG

• 2 were applying by CNNIC

• “xn--55qx5d” (.公司) and “xn--io0a7i” (.网络)

2 h ti b CNNIC

2014.08

xn--xhq521b • 2 were hosting by CNNIC

• “xn--xhq521b” (.广东) and “xn--1qqw23a” (.佛山)

 We use similar strategies with .CN

q

（.广东）

xn--1qqw23a

（.佛山）  g

• Algorithm and  Key Length
Onboarding

Key Type Function Algorithm Length NSEC/NSEC3

• SmartDNSSEC

• CookDNS



2014.01

xn--55qx5d

（.公司）

ZSK Sign RRSET
RSA-SHA256

1024
NSEC3

KSK Sign DNSKEY 2048

 We also become DataEscrow Agent and EBERO

• xn--zfr164b (.政务), xn--55qw42g (.公益)

• top

xn--io0a7i

（.网络）

Onboarding

• top



2、What have we done in 2014? - R & D

 Monitor the DNS query
 Bl k th DDOS tt k

SDNS-D 

 Block the DDOS attack query
 Emergency Cache
 Gigabit wire-speed one port

CNNIC Anti-attack device
Using FPGA to improve the 

f

 10 Gigabit wire-speed one port
 Using Zone-transfer protocol to build 

CNNIC Anti attack device performance

DNS-prime 

domain white list 
 Traffic control for every IP and Domain
 Deep packet inspection

U i 10G th t 10G i d t
p p p

 Lightweight solution
 Deep packet inspection

Using 10G ethernet 10G wire-speed one port

ZoomDNS

 Blacklist of domain suffixes
 Gigabit wire-speed
 Speed up the DNS performance
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3、Future

DANE

IPv6

Recursive

SLD ……SLD ……
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